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How to solve these problems? 



* Adobe engineers have internal tools to analyze vulnerabilities. This research is mainly for those 

of us analyzing SWF malware or bugs who need more powerful tooling. 



Examples 
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1. A block is split into A1 and A2 

2. B -> C control flow has been changed to B -> A2  



1. A is split into A1 and A2 

2. New control flow B -> A2 is 

created. 
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Å Get property < namespace_set>.paused is confused as to what type of variable 

it will get as a 1st argument 

Å Com.greensock.core.SimpleTimeLine or vars property type (declared as var 

vars:Object) 

Å The code is generated to comply with the com.greensock.core.SimpleTimeline 

type instead of the object type  
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* For every SWF disassembly example in this presentation, we used our colleague, 

Marian Raduõs excellent SWF disassembler plugin for IDA. For more information, 

please visit http://www.f -secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf. 

http://www.f-secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf
http://www.f-secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf
http://www.f-secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf


The actual control flow is A1 to A2. 

This is a problem because: 

Å The JIT code is expecting B -> A2 control flow  

Å The A2  code is expecting the com.greensock.core.SimpleTimeLine data 

type, but itõs getting the data type from the vars variable 

This leads to an invalid memory access vulnerability 

ÅWith a heap spraying technique, this can be used for code execution 
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The actual control flow is  A1 to A2 





eax=06ddfc41 ebx=06dedb08 ecx=06e06040 edx=b805f20b 
esi=06ded7a8 edi=05ee31d8 

eip=06e1b58e esp=0013e0b8 ebp=0013e150 iopl=0         nv up ei pl nz 
na pe nc 

cs=001b  ss=0023  ds=0023  es=0023  fs=003b  gs=0000             
efl=00040206 

06e1b58e 8b4a70          mov     ecx,dword ptr  [edx+70h] 
ds:0023:b805f27b=???????? 

 

�ÆDebugging with JIT code is a 
nightmare for analysts 


