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Header

Signature (3 bytes) WS
e Signature ytes
e FWS: Normal Flash File Tag (T)[/)Z?é)l_ength,
° .CWS: Compressed Flash File T (e e
9 \(ersmn(l)/ ' Data)
FileLength(4)/FrameSize(RECT)/
FrameRate(2)/FrameCount(2) Tag (Type Length,
Tags Data)
e Short Tag Tag (Type Length,
o TagCodeAndLength(2): Type(10 Data)
bits)/ Length (6 bits) Tag (Type Length,

© Long Tag Data)

© TagCodeAndLength(2):
Type (10bits) / Length (6bits) value
should be Ox3F

Length(4): Actual Length




Do ABC tag

Type = 82
This tag contains AVM2 bytecode.
AVM?2 bytecode contains logic for Flash files.

Some Flash files don't require any special actions - this tag can be
missing in that case.




AVM?2 (ActionScript VirtualeVe

. B o | . |

®  Virtual Machine for ActionScript3
© Runs bytecode generated by ActionScript 3.
© Creates JITed bytecode on the heap
o JITed means the code is actually native
o Creates potential risks

e If the JITed code is messed up, it could lead to code execution conditions
© Verification process required to block potentially dangerous control flows

® AVM2 has been a popular target for attack since 2010







Vulnerabilities

Simple deduction
o Usually, software has vulnerabilities
© Application VM is software
o Usually, application VM has vulnerabilities




Debugging application VM issues is extremely hard when compared to
debugging traditional applications.

All logic is encapsulated inside the Virtual Machine
© Vulnerabilities usually occur as bugs in the JIT code generation

© Manually debugging and tracing invalid JIT code generation is not practical
(in any way).

Many malware are loaded dynamically inside carrier SWF, which means
the potential for static analysis is limited.




How to solve these problems?
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® Change the bytecode so that we can use it for our purposes

© Code coverage investigation
e Utilizing debug output instruction
e Utilizing debug instructions
© Hooking classes: Sandboxing AVM bytecode
© Bytecode loading classes
® Network-related classes
© Data allocation classes

* Adobe engineers have internal tools to analyze vulnerabilities. This research is mainly for those
of us analyzing SWF malware or bugs who need more powerful tooling.







Code coverage Iinvestigation

Using debug output instructions or debug instructions

@ Insert trace instructions in every function and basic block, or even for
each instruction

© trace = printf in Actionscript

@ Insert debugfile and debugline instructions to make the binary
debuggable

o debudfile, debugline = int 3




CVE-2011-0609

The control flow modification made the JIT engine create invalid
Instructions

- The instructions are created to work with object type A, but the
instructions are getting object type B

This is a JIT code generation issue.

«  Security Advisory APSA11-01 published March 14, 2011
A Patch released 7 days later




Breaking control flow

Original Control Flow Modified Control Flow

..
U
.
U

1. Ablock is split into A1 and A2
2. B-> C control flow has been changed to



reaking control flow

- Mutated

getlex com.greensock.TweenLite

getproperty rootFramesTimeline x r ¥
coerce com.greensock_core._SimpleTimeline e =
jump loc_524A getlex con.greenso
getproperty ro amesTimeline loc 3ECB:
coerce comcgreensock.core.SimpleTimelinef |getlocal 8
L J ¥ jump getproperty vars
Wl s 5 | |
L ]
loc 524A: =
coerce com.greensock.core.SimpleTimeline
setlocal_3 loc 3ECE:
getlocal_B8 getproperty <namespace set»_paused
getlocal_3 iffalse locret 3ED9

getproperty cachedTotalTime
getlex com.greensock.core:TweenCore. delay

l}

1. Ais splitinto Al and A2
2. New control flow B -> A2 is
created.

(= e

getlocal_@
pushtrue
initproperty cachedReversed

B
(=

loc 5269:
getlocal_#@
getproperty vars
getproperty <namespace_se
iffalse locret 5277




Bytecode

-

Ll e B3

getlocal @
pushtrue
initproperty cachedReversed

X

[

W s =
nov eax, ds:766B2F8h
push ecx
push esi
push T66BZE8Nh
call eax
add esp, OCh
push eax
call  near ptr [EEEEEE0EN|
add esp, 4
test eax, eax
jz short loc_7DF
Wl s =
nov eax, [ebp+var_ 58]
mnov dword ptr [eax+1Ch], 1
al g = Ty
1oc_7DF:
mov eax, [ebp+var_58]
mov ecx, [eax+34h]
cmp eCx, 4
jb short loc_866
—

(= o

loc_5269:

getlocal @

getproperty vars

getproperty <namespace set>._paused
iffalse locret_5277

I I

N—

¥

eax, ds:766B318h
ecx
esi
76683000
eax
esp, HCh
eax
near ptr [EEEESEDEN
esp, 4
ec®, esi
esi, [ebp+uar_7H]
edx, eax
eax, [ebp+uar_A8]
edx, edx
short loc_8A4F
—




eax, [ebp+var_58]
now dword ptr [eax+1Ch], 1

push 7C1F0ABK

push esi
call near ptr [IEEESIERER
add esp, 6Ch

mov ecx, [eax+16h]
test ecx, ecx
jz loc_868

I;'
"
moy eax, [ecx+26nh]

moy [ebp+var_20], eax
jmp loc_7EG
—

ecx, [ebp+var_58]
eax, [ecx+3sh]
[ebp+uvar_ 28], eax

E

I

B
-

loc_7E6:
mow eax, [ebp+var_20]
test eax, eax
jz short loc_868
=

ol |

edx, [eax+8]
ecx, [edx+76h]
lea edx, [ebp+var_7o]
mov [ebp+var_708], eax

mou eax, [ecx]
push edx
push a

eCx
eax

X x X
lad lad

getlex com.greensock.TweenlLite ﬂ: 32;22
getproperty rootFramesTimeline loc_3ECE: Spllt BaSiC BlOCk = G ]
coerce conm.greensock.core. SimpleTimelinef (getlocal_@ lea eax, [ebptuar_ng]
jump  loc_3ECE getproperty vars Je~ ket Doc 858

L |

I !
vy

r

=]

loc_ 3ECE:
getproperty <namespace set>._paused
iffalse locret 3EDY




L 3

R
getlex com.greensock._TweenlLite
getproperty rootFramesTimeline

The code generation coerce con.greensock.core.SimpleTimelinef |getlocal @
jump loc_3ECE getproperty vars
takes path A

—
to generate JIT Code = LA

loc_3ECE:
getproperty <namespace setX_paused
iffalse locret 3EDY

loc_3ECB:

A Get property < namespace_set.paused is confused as to what type of variable
it will get as a 15t argument
A Com.greensock.core.SimpleTimeLiner vars property type (declared asvar
vars:Objeci
A The code is generated to comply with the com.greensock.core.SimpleTimeline
type instead of the object type

* For every SWF disassembly example in this presentation, we used our colleague,

Marian R a d ex@adlent SWF disassembler plugin for IDA. For more information,
please visit



http://www.f-secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf
http://www.f-secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf
http://www.f-secure.com/weblog/archives/Marian_Radu_SWF_Disassembler.pdf

Actual code run

x L3 x

i =
getlex con.greensock.TweenLite Path B
getproperty rootFramesTimeline loc 3ECB:
coerce com.greensock_core SimpleTimelinel| |getlocal @
Jump loc_3ECE getproperty vars
I
Yy

=]

loc_3ECE:
getproperty <namespace_ set>_paused
iffalse locret_ 3ED9

The actual control flow is Al to A2.
This is a problem because:
A The JIT code is expecting B> A2 control flow
A The A2 code is expecting the com.greensock.core.SimpleTimeLinedata
type, but 1 t 0 ¢$ypedret theivargyvariablee dat a
This leads to an invalid memory access vulnerability
A With a heap spraying technique, this can be used for code e




Common approach -
Differential analysis

SWE diffing

e If you can obtain an original template of the SWF file fuzzing, then you can
use SWF diffing to get the difference between them

@ This is very helpful in determining the cause of VM failure

®  When a new 0-day Adobe Flash file is found, you can search for the
original Adobe Flash file used for the fuzzing.

© You can get clues from the disassemblies that show unique symbols from
the source code.

© The symbols represent component names which may be unique




eax=06ddfc41l ebx=06dedb08 ecx=06e06040 edx=h805f20b
es=06ded7a8 edi=05ee31d8

eip=06e1b58e esp=0013e0b8 ebp=0013e150 iopl=0 nv up ei pl nz
na pe nc

cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000
efl=00040206

06e1b58e 8b4a70 mov  ecx,dword ptr [edx+70h]

ADebugging with JIT code Is a
nightmare for analysts



